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Abstract - Cloud computing is a newly emerged 

technology that provides a flexible and scalable information 

infrastructure to users. It also attracts hackers to attack cloud 

computing systems. Enhancing cloud computing security has 

become very urgent and important. In this paper we discuss 

the characteristics of cloud computing, various threats, 

visualization and visual analytical technologies, and propose 

a Cloud Computing Security Visualization Prototype System 

(CCSVPS) that will use visual analytical and visualization 

technologies to analyze cloud computing traffic information, 

display traffic data in multiple views and multi-levels, and 

make rapid and correct decisions for actions. We will use 

CCSVPS to detect and prevent Indirect Denial of Service as 

one of experiments. 
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I. INTRODUCTION 
 

Cloud computing is a newly merged technology that 

provide a flexible and scalable information infrastructure to 

guests. It is transforming the way people use the internet and 

how servers provide services to customers. It provides 

various infrastructures that allow users to support their 

businesses, store data, and use various services, without 

investing in new infrastructure, training new personnel, or 

licensing new software. The cloud infrastructure provides 

services in a distributed environment, while sharing 

resources and the storage of data in a data center. These 

services are divided into several categories such as 

Software-as-a-Service (SaaS), Infrastructure-as-a-Service 

(IaaS) and Platform-as-a-Service (PaaS). The major 

advantage of cloud computing is that it provides dynamic, 

on-demand infrastructure at a favorable cost [1, 2]. 

 

Visualization is an increasingly effective technology to 

help researchers and administrators to capture network 

traffic packets, understand network traffic and captured data. 

Visualization technology encompasses the interpretation, 

analysis, representation and communication of views and 

network traffic information. It takes advantage of strong 

human pattern recognition skills through visual 

representations that can often make patterns and anomalies 

evident to the user. By interactive visual interface visual 

analytics helps users and administrators analyze large 

quantity of data and make rapid and accurate decisions [3, 4, 

5, 6].  

 

In order to keep cloud computing systems secure and 

stable we can use visualization and visual analytics 

technologies to monitor the cloud computing traffic, interact 

with the system in real-time, to detect abnormal behaviors, 

and to proactively respond to the various attacks. In this 

paper we propose a Cloud Computing Security Visualization 

Prototype System. In section II cloud computing security 

related issues will be presented. In section III our current 

research will be discussed. In section IV future work will be 

discussed. 

 

II. CLOUD COMPUTING SECURITY 
 

Cloud computing consists of guest and provider sides. 

In figure 1 the guest side is the enterprise portion and the 

provider side is the service provider portion. There are 

various threats on both sides. 

 

A. Guest and Provider Sides  

 

The guest side is the end user who signs up with the 

company to use the cloud. The guest side of a cloud is what 

the client has access to when he/she creates an account. It is 

the interface that clients see after they enter their credentials 

and have the ability to use the services provided by the 

cloud. The guest side provides the end user with the ability 

to choose cloud services and environment such as operating 

system and applications they will use in the cloud. The guest 



side may consist of different users, laptops, tablets, cell 

phones, various computers and enterprise centers. The 

provider side of a cloud in figure 1 is the service provider 

which consists of application servers, service platforms, 

runtime environments and data centers. One example of 

application server is WebSphere Application Server that is a 

Java EE, EJB supported technology-based application 

platform. Build, deploy and manage robust, agile and 

reusable SOA business applications and services of all types 

while reducing application infrastructure costs. There are 

three or more datacenters provided in case of an emergency 

so guests will always have access to their information on the 

cloud. It is the responsibility of the provider to manage those 

resources. There are multiple service platforms that perform 

management, engineering, inventory and repair functions for 

service providers and their networks. These support services 

are used when data in the datacenter might become 

corrupted. They provide support to get the datacenter up and 

running again so the customer will have access to their data 

[7]. 
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Figure 1. Guest and Provider Sides of Cloud Computing 

 

B. Cloud Computing Threats 

 

Cloud computing offers numerous advantages.  It also 

brings various threats, risks and privacy issues to users. 

These attacks such as social engineering attack, XML 

signature wrapping attack, malware injection, data 

manipulation, account hijacking, traffic flooding, and 

wireless local area network attack pose a great risk to cloud 

computing systems. There have been many instances where 

companies have fallen victims to cloud computing being 

hacked [7, 8, 9]. We categorized cloud computing threats 

into external threats, guest to guest threats and cloud to guest 

threats as shown in figure 2.  

 

External threats include computer and network attacks 

that can occur by using Internet. These threats can be SQL 

injection, Cross-site scripting, Denial of Service, Indirect 

Denial of Service, network sniffing, etc. Indirect Denial of 

Service is an example that occurs in cloud computing.  An 

Indirect Denial of Service attack is a big threat to cloud 

computing. A guest to guest threat is where a user of the 

cloud system attempts to attack another user on the cloud for 

malicious purposes. Guest to guest threats involves a user on 

the same cloud performing a malevolent attack against 

another user by sending a file that may contain a virus of 

some sort. The examples are cloud malware injection, 

insecure or incomplete data deletion, Mis-configuration, etc. 

Cloud to guest threats could be the most malicious type of 

attack that can occur in the cloud infrastructure. A cloud 

with malicious software encapsulated within a virtual 

machine could bring down different virtual machines, 

making the cloud unstable. Trojan horse is an example.  
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Figure 2. Threats in Cloud Computing 

 

III. CURRENT RESEARCH 
 

We propose a Cloud Computing Security Visualization 

Prototype System (CCSVPS) that will use visual analytical 

and visualization technologies to analyze cloud computing 

traffic information, display traffic data in multiple views and 

multi-levels, and make rapid and correct decisions for 

actions. We will develop visual analytical algorithms, and a 

smart visualization module to help users and administrators 

monitor cloud computing traffic, analyze collected large 

quantity data and make decision. 

 

A. Indirect Denial of Service attack 

 

Denial of Service (DoS) is a serious attack that can be 

categorized as two types; stopping a service and resource 

exhaustion. Stopping a service is the crashing of a system or 

network. In most cases it requires intervention from an 

administrator to reboot or power off the system for the 

system to get back online. The second type involves 

flooding the system or network with so much information 

that the system cannot respond. One of the more severe 

types of attacks would be a SYN flood, which is simply a 

type of Denial of Service.  



In cloud computing all servers work in a service specific 

manner with internal communication among them. When a 

server is overloaded or has reached the threshold, it transfers 

some of its jobs to a similar service-specific server to offload 

tasks. If a hacker successfully attacks one server and causes 

the denial-of-service, the victim server will transfer 

upcoming tasks to other servers in order to offload jobs. 

Thus, the same thing will occur on other servers and the 

hacker is successful in engaging the whole cloud system by 

just interrupting the usual processing of one server, in 

essence flooding the cloud. 

 

An Indirect Denial of Service attack occurs when a 

DOS attack denies more services than the hacker intended. It 

is a big threat to cloud computing. Indirect Denial of Service 

works unintentionally because a hacker intends to deny the 

service of a specific aspect of a cloud but affects other 

aspects. Suppose a hacker wanted to stop users from logging 

into the cloud by sending false requests to slow down the 

network and increase the workload on the server. The hacker 

indirectly denies the service of users who also want to log 

out of the cloud and of users who want to upload or 

download from the cloud. The impacts depend on the level 

of sophistication of the cloud system. The cloud computing 

system notices the lack of availability, and may try to 

‘evacuate’ the affected service instances to other servers. It 

results in additional workload for those other servers, and 

thus the flooding attack passes to another service type, and 

spreads throughout the whole computing cloud [7, 10]. 

 

B. Cloud Computing Security Visualization Prototype 

System 

 

Based on the characteristics of cloud computing we 

propose a Cloud Computing Security Visualization 

Prototype System (CCSVPS) that will use visual analytical 

and visualization technologies to analyze cloud computing 

traffic information, display traffic data, and make rapid and 

correct decisions for actions. We will use CCSVPS to detect 

and prevent Indirect Denial of Service attacks as one of the 

experiments. The Cloud Computing Security Visualization 

Prototype System consists of four major parts. The first part 

is a user friendly interface that allows users to interact with 

cloud computing systems in real-time [11]. The second part 

is a traffic capturer that can capture cloud computing traffic 

data according to administrator’s requirements. The third 

part is a set of visual analytical algorithms that provide 

function to filter out unnecessary captured data, analyze 

data, discover the malicious packets, prevent and react to 

attacks. The fourth part is a smart visualization module that 

helps users monitor cloud computing traffic and understand 

captured data.  

 

  Visual Analytical Algorithms 

 

A large quantity of cloud computing traffic data will be 

collected and saved in a database. In order to allow a 

user/system to synthesize cloud computing information, to 

derive insight from a large quantity of complicated, 

ambiguous and conflicting data, to detect and discover 

unexpected network behaviors, and to combine with 

administrator’s knowledge to provide assessment and 

communicate assessment effectively for actions several 

algorithms have been and will be developed. The first 

algorithm is a filter algorithm that will filter out unnecessary 

data according to administrator setting.  The second 

algorithm is an analytical reasoning algorithm that integrates 

the neural network technique and analytical reasoning 

process to analyze a large quantity of traffic data, to discover 

correlations of data, to provide assessment and communicate 

assessment effectively for actions. This algorithm checks 

some parameters of incoming IP packets to provide analyzed 

information. The third algorithm is preventing algorithm. 

Based on the results of algorithm 2 and input of 

administrators this algorithm will make rapid and correct 

decision for actions. 

 

Our research is focusing on Indirect Denial of Service 

attacks right now. Once an Indirect Denial of Service attack 

is detected the third algorithm will stop to spread over cloud 

computing. Once a server is overloaded the preventing 

algorithm will check current situation, compare with normal 

cases, and then decide it is an attack or normal overloaded 

work. If it is an Indirect Denial of Service attack it will keep 

the victim server from transferring upcoming jobs to other 

servers. These algorithms will run on the hypervisor of the 

provider side. 

 

  A Smart Visualization Module 

 

A smart visualization module will be designed and 

implemented to display complicated data on the screen in an 

easy to view, easy to understand fashion. This module will 

take advantage of advanced visualization techniques to 

display filtered network data in 2D, 3D and 4D formats 

according to a user’s needs.  

 

Multivariate data visualization techniques will be used 

because it provides the functions to help users investigate 

certain activities or anomalous behavior in greater detail. 

Multivariate data visualization techniques can be classified 

as projection based where only subset of the variables is 

visualized. Projection based requires some ordering or 

prioritization of the dimensions. Multiple projection views 

can be linked and made highly interactive. Multi-

dimensional data are mapped onto 2D plots, plotting n-

dimensional points as polyline segments through the N axes. 

Parallel coordinates will be used in this module. We will 

brush the large of amount of data by focusing on certain 

subset of data and making drill down/roll up operation very 

efficient.  

 

In order to simplify the graph and let the user see a clear 

picture we will collapses clusters of nodes that match well 



enough (over some threshold) into a single larger node. 

Clustering has been shown that is a useful and effective tool 

in process of discovering security events in unlabeled data, 

however not much has been done to use it in the process of 

characterizing such events [12]. In this module a user could 

have two choices. If the user prefers a connection between 

two separate nodes, he/she needs to automatically combine 

them into a single collapsed node. If the user wishes to view 

one or more of interconnections enough that a node or group 

of nodes falls below the threshold, then the collapsed node 

must be split. Once collapsed, the user uses the bottom layer 

to zoom inside the node to view the internal structure. The 

difficulties we face are developing an algorithm to collapse 

closely knit clusters of nodes, and decide the relationships 

between a collapsed node and other nodes for a detail view. 

We will study the Kohonen’s self-organizing map algorithm 

and develop a mapping algorithm. 

 

IV. FUTURE WORK 
 

There are various threats to cloud computing systems. 

In order to protect cloud computing technologies of 

detection, prevention and responding various attacks must be 

developed. Based on characteristics of cloud computing we 

propose a Cloud Computing Security Visualization 

Prototype System (CCSVPS) that will use visual analytical 

and visualization technologies to analyze cloud computing 

traffic information, display traffic data in multiple views and 

multi-levels, and make rapid and correct decisions for 

actions.  

 

Our current research focuses on detecting and 

preventing Indirect Denial of Service in cloud computing. In 

future we will implement the Smart Visualization Module 

and user interface, and use the CCSVPS to detect and 

prevent Indirect Denial of Service as one of experiments. 
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